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	Data and Information Governance Advisor

	Role title
	Data and Information Governance Advisor
	Salary Range
	£37,485 - £44,100

	Function
	COO/Information Governance Team
	Role Level Range
	4 - 5

	Base Location
	Flexible – Herdus House, West Cumbria, Hinton House, Warrington; London or Harwell, Oxfordshire
Hybrid working available with 40% of time in an NDA office
	Role Type
	Permanent

	Reports to 
	Group Data Protection Specialist 
	Closing Date
	6th August 2026

	The opportunity and your impact 
The postholder will support the delivery and continuous improvement of the NDAs Information Governance and Data Protection responsibilities. The role will lead on the administration of the groupwide privacy management tool, support the completion and monitoring of Data Protection Impact Assessments, contribute to the management of information rights requests, and provide practical advice and support across a range of data protection and information governance activities.
The postholder will act as a key interface between the Information Governance team and relevant technical teams, including Information Security, Cyber Security and ICT, particularly in relation to AI, technology-enabled processing, privacy management systems, and emerging data protection risks.
What you’ll do  
· Manage the contract, configuration, administration, and ongoing use of the groupwide privacy management tool (OneTrust). Assist users and stakeholders with the use of the tool, providing guidance and support where required. Co-ordinate and lead the NDA group OneTrust working group. 
· Support and complete Data Protection Impact Assessments (DPIAs) to identify, assess, and mitigate privacy risks associated with projects, systems, services, suppliers, and new ways of working.
· Support the handling, assessment, recording, and investigation of personal data breaches. Assist with gathering facts, assessing risk to individuals, identifying containment actions, and supporting remedial measures.
· Act as a key interface between the Information Governance team and Information Security, Cyber Security, ICT, and other technical teams in relation to AI, digital systems, and technology-enabled processing activities. 
· Assist with translating data protection and information governance requirements into practical technical and operational considerations. 
· Help ensure AI-related processing is considered within DPIAs, Records of Processing Activities, policies, guidance, and governance processes.
· Help coordinate and maintain the NDAs formal and documented Records of Processing Activities (ROPAs) in line with relevant legislation, regulation, and good practice. Support regular reviews of RoPA entries to ensure information remains accurate, complete, and up to date. Identify gaps, inconsistencies, and areas requiring improvement or escalation.
· Assist in the development and delivery of in-house Information Governance and Data Protection training and awareness materials. Support the delivery of tailored awareness sessions for internal stakeholders, new starters, work experience students, and relevant staff groups.
· Assist with Subject Access Requests and individual rights requests,
· Complete and review data processing schedules, and data protection clauses associated with contracts, procurement exercises, data sharing arrangements, and supplier agreements, ensuring that appropriate contractual provisions are in place to meet UK GDPR, Data Protection Act 2018, and organisational requirements, including processor obligations, security requirements, international transfer provisions, audit rights, retention requirements, and approved data processing terms.
· Promote a positive culture of data protection, information governance, transparency, accountability, and good records management across the organisation.
· Provide assistance across other areas of Information Governance as required
Your background, skills, and strengths 
· Experience of working in data protection, information governance, records management, compliance, legal, audit, risk, cyber security, ICT governance, or a related area.
· Good understanding of UK data protection legislation, including the UK GDPR and Data Protection Act 2018.
· Experience of supporting or completing DPIAs, risk assessments, information requests, or compliance documentation.
· Awareness of AI governance, automated decision-making, cyber security, and Data Protection by Design and Default/Secure by design principles.
· Ability to contribute to discussions on system design, access controls, information security, data minimisation, retention, transparency, and auditability. 
· Strong administration skills.
· Strong IT and Microsoft skills and comfortable with embracing new IT.
· Highly motivated with proven ability to work in a demanding environment without direct supervision.
· Strong sense of resilience.
· Good interpersonal and verbal communication skills with the ability and confidence to deal with enquiries from across staff groups and outside agencies
What we offer:
· Generous performance based annual bonus scheme.
· Defined benefit Civil Service pension scheme (please find more information here).
· 30 days annual leave per year, plus 8 statutory public and bank holidays (pro-rata for part-time employees).
· A range of family-friendly flexible working options.

	We will give priority consideration to employees within the NDA group who are currently at risk or progressing through the redeployment process.

	All applicants from the NDA Group of companies may be eligible for protection of certain elements of their T&Cs when voluntarily taking up employment with another NDA Group Company. If successful in your application, your existing Group Employer’s HR team will collaborate with the new Group Employer’s HR team to ensure that the appropriate protections are implemented into your contract offer. For further details, please contact a member of your current HR team.
We value the unique differences that each of our colleagues bring to work every day and are committed to creating an environment where everyone feels respected, included and able to perform at their best. At NDA, we are committed to creating a workplace that is diverse and inclusive. We value the diversity of our people and actively seek to have a workforce that represents the rich diversity of the communities we support. 
Currently, we are underrepresented in some areas, and would particularly welcome applicants from Women, Black, Asian and Ethnic Minorities, LGBTQ+ and candidates who have a disability.
[bookmark: _Int_LMVDXABy][bookmark: _Int_Ig7xpGVG]NDA is a member of the disability confident scheme, when requested we will make reasonable adjustments to the recruitment process and we guarantee to interview all candidates who have a disability who meet all of the essential criteria for the vacancy. 
We are happy to discuss flexible working. We will also make workplace adjustments for disabled employees if these are needed to help them perform at their best in the role, and we are happy to discuss this once a job offer has been made.
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	To apply:
Find out more about the NDA group and other available opportunities by visiting  www.ndagroup.careers
We welcome applications from external candidates who are not employed by the NDA Group (including ASWs, Graduates, Apprentices and CSWs). Please note that applicants from the internal pool will be given priority consideration. External applications will be considered once the internal pool has been exhausted.
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